Smart Travel Tips
For Your Safety

You are sharing the network connection with
everyone else connected to that hot spot.
It’s not difficult for bad guys to tap into your
activity and sniff out your personal information.
For four safety tips for using Wi-Fi, visit
http://www.microsoft.com/security/onlineprivacy/public-wireless.aspx.

Before you leave
� Plan ahead! Make sure you have more
than one method of getting cash while
traveling, in case one method is lost or
stolen. Keep these items in separate places
while traveling.
� Contact the bank and let us know when
you will be traveling and plan to use your
debit card. This will keep bank personnel
from suspecting your account is being
compromised when out of the ordinary
activity is noted. Make sure the bank has a
way to contact you while you are traveling.
� Check the daily cash withdrawal limit
or credit limit for your debit card and any
other debit or credit card you plan to take.
� Check the expiration date on each
debit or credit card. If any of your cards
will expire, you can contact your issuing bank
for assistance reordering your cards.
� Sign up for Online Banking and
goBanking so you can view daily account
activity while traveling. Be aware that Wi-Fi
hot spots are always unsecured connections.

� Sign up for e-Alerts which will send a
message to your email or mobile phone
when purchases are made using your debit
card. If you already have one set up, make
sure the email or mobile address is up
to date.
� Memorize and test the PIN (Personal
Identification Number) of your cards.
Make sure each card has a different number.
You may want to change the PINs when
you return.
� Photocopy credit or debit cards (front
and back) and keep in a secure location
separate from the actual cards. If you have
copies of these cards, you will have all the
card numbers and telephone numbers to call
should they be lost, stolen or compromised.

While traveling
:

� When you pay with your credit or debit card,
check the sales voucher carefully! You
are liable for the amount written in the box
marked “Total”, so make sure it is filled in
before you sign.

� Be aware of card skimming devices that
can be placed at self-service terminals at
locations such as grocery stores, gas pumps
and ATMs.  See our five tips to protect
yourself from card skimming on the reverse
side of this brochure.
� Keep a copy of all ATM transaction
records and sales receipts and check these
against your online or paper statement.
� If you lose your North Valley Bank
debit card while traveling contact
us immediately. During business hours
our Customer Resource Center is open
from 7 am to 7 pm (PT) weekdays and
from 9 am to 2 pm on Saturday. Call us
at 1-866-869-6673. For after-hours
emergencies concerning your debit card,
please contact 1-800-VISA-911.

Get cash safely
� Look for ATMs that display the logos on the
back of your card.
� Be alert and look around you! If people are
loitering around the ATM machine, go to
another ATM. Never accept assistance to use
an ATM from someone waiting in line.
� If the ATM machine is in a booth, do not let
anyone enter the booth with you.

Five Tips to Protect Yourself
From Card Skimming
While the equipment and techniques used
by card skimmers are getting more
sophisticated, there are ways to protect
yourself and your bank account from identity
theft through skimming.

Tips for Traveling
Anderson (530) 226-2950
Cottonwood (530) 226-2967
Crescent City (707) 465-8900
Eureka
Business Banking Center (707) 443-8400

1. Choose ATMs in well-trafficked areas or
those that are in view of a clerk or attendant
at all times. It’s harder for a thief to access
a supervised machine to attach the skimming
equipment.
2. Wiggle the card reader and make sure that
it’s securely attached. If it gives, it may not
be a legitimate piece of the machine. Use
another ATM, and report the machine to the
local authorities or the location owner.
3. Check for glue on the face of the machine,
and look for plastic overlays over keypads.
If you find glue or glue residue around the
corners, avoid that ATM and report it to the
local authorities or the location owner.

Eureka Mall Office    (707) 443-8488
Ferndale (707) 786-9522
Garberville (707) 923-2152
Hayfork (530) 628-5215
McKinleyville (707) 839-8400
Palo Cedro (530) 547-5715
Redding
Buenaventura (530) 226-2959
Business Banking Center (530) 226-0500
Churn Creek (530) 226-2952
Enterprise (530) 226-2962
Redding (South St.) (530) 226-2920
Westwood (530) 226-2956
Roseville (Business Banking Center) (916) 783-2900
Santa Rosa (Business Banking Center) (707) 522-5480
Shasta Lake (530) 226-2977

4. Cover the keypad when entering your PIN.
Simply cupping your other hand over the
keypad can prevent a camera from capturing
your PIN.
5. Use Online Banking and e-Alerts to keep track
of activity, or check your bank statements
carefully to spot anything out of the ordinary,
and report it immediately to us.

Weaverville (530) 623-5521
Willits (707) 459-5581
Woodland (Business Banking Center) (530) 668-5800
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